Information and Data Management Policy
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1. Introduction

This policy outlines AHACPA's standards and procedures for securely handling, storing, and transmitting client
information. These procedures reflect our commitment to maintaining confidentiality, integrity, and compliance with
best practices.

2. Policy Statement

AHACPA treats all client information as sensitive and classified, ensuring consistent and secure handling practices. Client
information includes but is not limited to:

Financial Statement Data: Information contained in financial statements provided by clients for processing or
submission.

Regulated Data: Data governed by HUD regulations or other applicable laws.

Confidential Data: Any proprietary or sensitive business information shared by clients in the course of
services. (Generally, this is quite limited)

The policy as stated in the first paragraph is adhered to even though much of the data submitted to AHACPA is publicly
available from other sources.

This policy applies to all staff, systems, and processes involved in handling client data and is designed to mitigate risks
associated with unauthorized access, disclosure, or modification.

3. Secure Information Handling

3.1 Storage, Transmission, and Access Control

All client files are securely stored and transmitted using ShareFile, a cloud-based encrypted file-sharing
platform.

Notifications for uploaded files are sent via ShareFile email notifications.

Files can only be accessed by logging into the encrypted ShareFile system.

Each client is provided a dedicated folder within ShareFile, accessible only via unique user IDs and passwords.
Internal users (staff) are granted folder access based on job requirements, ensuring minimal and controlled
access.

External users (clients) are restricted to accessing only their firm's data.

3.2 Encryption

All data transfers are encrypted to ensure secure communication of client financial information.

3.3 Virus Protection

ShareFile includes built-in virus protection features, reducing the risk of malware exposure.

3.4 Other Electronic Transmission Methods

Client information may only be transmitted via email or file transfer service other than ShareFile in instances
when clients are unable or unwilling to use ShareFile.



4. Removable Media Usage

AHACPA does not use removable media, such as USB drives, external hard drives, or DVDs, for transferring or storing
client information. Exceptions may only be granted with explicit management approval and would involve only the two
primary individuals.

5. Hard-Copy Document Handling

e Printing client information is avoided wherever possible.
e |If printed, hard copies are securely stored and disposed of in locked Shred-It bins after use.
e A professional shredding service disposes of sensitive documents at regular intervals.

6. Data Retention Policy
e Submission Tracking Database: Backup copies of final submissions are stored in a secure Microsoft Azure
database for three years before permanent deletion. Access to this database is restricted to AHACPA staff.
e ShareFile: Original client files are retained on ShareFile for up to one year following successful submission to
HUD and are then permanently deleted.

7. Phishing, Spoofing, and Virus Prevention

7.1 Email Security Features

AHACPA’s email is hosted via XMission.com, which includes phishing and virus prevention measures.

¢ Incoming Emails:
o XMission servers filter spam and suspicious messages using adjustable filtering levels.
o Suspicious emails are routed to a "Junk" folder for review.
e Outgoing Emails:
o AHACPA utilizes SPF, DKIM, and DMARC records to enhance email deliverability and prevent spoofing.

7.2 User Awareness and Training

e Employees are educated on phishing tactics and trained to recognize and report suspicious communications.
Given the small nature of our office, unusual emails or other communications area quickly identified,
discussed and direction on the response is usually immediate.

8. Roles and Responsibilities
e Policy Owner: The owner of AHACPA oversees the implementation, monitoring, and periodic review of this

policy.

e Staff: Employees are responsible for adhering to this policy and promptly reporting any potential security
incidents.

e Office Manager: Ensures the secure return of office keys, computer equipment, and other assets upon staff
termination.

9. Data Privacy Policy

AHACPA is dedicated to protecting the privacy and security of client information, which includes all
information collected, transmitted, processed, disclosed, or retained on behalf of our clients. This section
outlines the policies and procedures in place to safeguard such data, ensure compliance with applicable laws,
and address obligations to clients and third parties.



9.1 Scope of Client Data

AHACPA Collects the following client information for the sole purpose of performing the data entry of HUD
Multifamily financial information into HUD's online systems:

Financial Statement Data: Information contained in financial statements provided for processing or
submission.

Regulated Data: Information subject to HUD regulations or other applicable laws.

HUD Electronic Submission Report: Information contained in the final HUD electronic submission.

Credit Card Data: This data relates to our taking payments for CPE classes and financial statement submission.
It is not associated with the data collected for the actual submission process.

AHACPA does not collect the following as a result of the submission business:

9.2

9.3
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9.5

9.6

Confidential or Consumer Data: Identifiers, or any proprietary business or personal information other than
the required email addresses and phone numbers required by the HUD/REAC submission process.

Account numbers or identifiers which refer to any piece of information that could be used to directly access a
consumer's financial account, like their bank account number, credit card number, or a unique login code tied
to their bank account, including data classified under the Fair and Accurate Credit Reporting Act (FACTA)
when relevant.

Compliance with Legal and Contractual Requirements

AHACPA does not maintain, process, or disclose client information classified as consumer report information
under FACTA without proper authorization.

When handling data for covered entities, AHACPA ensures compliance with security and privacy obligations
through annual Submission Service Engagement Letters, which detail our data processing agreement.

Data Access, Processing, and Retention

Client information is securely retained and deleted according to the Data Retention Policy to prevent
unauthorized access or use.

AHACPA maintains an internet-facing website. However, client information is securely transferred via
ShareFile, or other processes as described in the Information and Data Management Policy, and not via our
website. However, clients may elect to communicate certain aspects of the submission process to us via email
or phone call.

Data Disposal

AHACPA ensures secure disposal of consumer information to prevent unauthorized access to or use of
information derived from consumer reports or other sensitive data.

Hard-copy documents are disposed of through locked shredding bins and professionally shredded at regular
intervals.

Electronic information not required for the electronic filing of financial information in HUD’s online systems is
securely deleted.

Breach Notification and Record-Keeping

In the event of a data breach, AHACPA notifies affected clients promptly via email and maintains records of all
breaches, including corrective actions taken.

Data Documentation and Classification

AHACPA maintains documentation of data flows and inventories for client information via our submission
tracking database and ShareFile records.



9.7 Data Accuracy and Completeness of Records

e The client is provided a draft of the prepared electronic submission data before the submission is finalized.
e To ensure the accuracy and completeness of the final electronic submission, AHACPA only finalizes the HUD
electronic submission after receiving the client’s express approval.

9.8 Aggregated, Appended or Modeled Data Analytics

e AHACPA occasionally compiles anonymized data from HUD Electronic submission reports. This information is
shared with clients for the purpose of assisting in the analytical review step of their audits.

9.9 Third-Party Obligations

e Third-party service providers, such as ShareFile and Microsoft Azure, are required to adhere to strict privacy
and security standards.
e AHACPA does not share client information with other third parties.

9.10 Data Protection Program

AHACPA'’s data protection program includes:

e Administrative Safeguards: Defined roles, responsibilities, and training for staff to ensure compliance with
privacy policies.

e Technical Safeguards: Encryption of data in transit and at rest, virus protection measures, and secure cloud-
based file-sharing systems.

e Physical and Environmental Safeguards: Secure handling of hard-copy documents and restricted access to
physical office spaces.

9.11 Monitoring and Enforcement

e AHACPA does not have a formalized privacy risk assessment process, nor a formal training program. The
nature and structure of our organization make such processes unnecessary. As a small firm with a with a
focused range of services, our risks are inherently minimal and straightforward to manage. All team members
understand their roles in safeguarding company and client information, ensuring a consistently high level of
security.

e AHACPA holds annual training with seasonal data entry staff. Data privacy is included in that training.

9.12 Access Granting and Revocation

e Access to AHACPA systems is granted through individual Windows log-ins for each computer. However, these
may be somewhat standardized to facilitate working between multiple computers. Access is granted by the
owner or the manager.

e Access to the ShareFile system is monitored primarily by the manager, who grants access and determines the
appropriate level of access to the system. Such access is quickly removed on the day an employee separates
from the company.

e C(Client access is also monitored by the manager. However, access may not be denied timely as we are not
notified when a client employee is terminated or leaves. Since all client data is secured on the ShareFile
system, this monitoring helps to ensure that no unauthorized access is granted.



10.Compliance and Review

This policy reflects AHACPA’'s commitment to secure information and data management. It is reviewed periodically to
ensure alignment with industry best practices and evolving security needs. Updates are communicated to all relevant

personnel.

11.Revision History

Version Date Description Approved By
1.0 Initial policy creation Les Sparks, Owner/President
1.1 12/05/2024 | Updates for clarity and structure | Les Sparks, Owner/President
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